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Abstract
Static Application Security Testing (SAST) tools play a key role in
identifying vulnerabilities early in the development cycle. While
these tools claim to detect a wide range of CWEs, their actual
coverage is often unclear. In particular, due to language-specific
characteristics, it is unclear to what extent SAST tools cover the
CWEs most relevant to a given programming language, creating a
gap between tool capabilities and developers’ security needs. To
address these questions, this experience paper presents a large-
scale empirical investigation into the gap between SAST Tools and
Language-Specific Top CWEs. Using a heuristic labeling approach
on 197,016 CVEs reported over the past decade, we construct the
Top𝐿𝑎𝑛 CWE Lists for three widely used programming languages:
C/C++, Java, and Python. Based on these datasets, we evaluate
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nine popular SAST tools to identify coverage gaps and tool-specific
performance characteristics.

Our study yields several key findings. First, the language-specific
Top𝐿𝑎𝑛 CWE lists differ a lot from the globally ranked CWE list,
indicating that SAST tools need to focus on different types of vulner-
abilities for different languages. Second, the whole SAST tool set
now exhibits low coverage of the Top𝐿𝑎𝑛 CWE list, highlighting the
need for more targeted code checkers. Third, the covered Top𝐿𝑎𝑛
CWE sets for different SAST tools vary substantially, underscoring
the need to select and combine tools based on vulnerability types.
Finally, for top CWEs shared across multiple languages, existing
multi-language SAST tools may support detection in only one lan-
guage, suggesting opportunities to enhance coverage by migrating
existing checkers. These findings reveal fundamental challenges
for static analysis in detecting certain types of vulnerabilities and
provide insights for improving future SAST tool design. They of-
fer practical guidance for practitioners in selecting and combining
tools to detect language-specific vulnerabilities more effectively.

CCS Concepts
• Security and privacy→ Software security engineering.
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1 Introduction
Software security is a major concern, as vulnerabilities can lead to
severe risks and security breaches [5, 23]. The Common Weakness
Enumeration (CWE) [52] provides a global standard for categoriz-
ing software weaknesses, enabling researchers and developers to
classify and analyze vulnerabilities across projects and platforms.
In practice, Static Application Security Testing (SAST) tools are
widely adopted to mitigate software vulnerabilities during devel-
opment [7, 44] by automatically detecting CWE-defined weakness
patterns. Thus, CWE serves as a knowledge base of vulnerability
types, while SAST tools provide the primary approach for identify-
ing these weaknesses in real-world systems.

Given the importance of SAST tools, recent studies have con-
ducted realistic and comprehensive evaluations of their effective-
ness [10, 17, 28, 29, 37]. While these studies assess the detection
accuracy of supported CWEs, developers are more concerned with
whether tools cover popular and project-relevant CWEs, how tools
complement each other in coverage, and how detection capabilities
can be improved for specific CWE types [16, 46, 49]. However, exist-
ing research provides limited insights into these practical concerns,
lacking systematic evaluations of overall CWE coverage across
tools. This limitation hinders effective tool selection and prevents
researchers from identifying gaps in current detection approaches.

Another related question is which CWE types are the most se-
vere and suitable for evaluation. Existing criteria often rely on
general rankings, such as the CWE Top 25 [11] and OWASP Top
10 [20]. However, these rankings aggregate vulnerabilities across
all programming languages and reflect overall prevalence rather
than language-specific characteristics. Since different languages ex-
hibit distinct vulnerability patterns, top CWEs vary by language. As
SAST tools typically target specific languages, evaluating themwith
general CWE rankings may introduce mismatches between selected
CWEs and language-specific weaknesses, reducing the accuracy
and usefulness of evaluations for developers and researchers.

In this work, we present the first large-scale study on SAST
tool coverage over language-specific top CWEs. We focus on three
widely used languages: C/C++, Java, and Python. We first apply a
heuristic language identification method to CVE entries and com-
pute CWE frequencies for each language. Based on these results,
we construct a practical CWE ranking, namely the Top𝐿𝑎𝑛 CWE
List, where 𝐿𝑎𝑛 ∈ {C/C++, Java, Python}, and compare it with the
general CWE Top 25 ranking. We then evaluate nine widely used
SAST tools on the Top𝐿𝑎𝑛 CWE lists, analyzing individual coverage
and cross-tool/language coverage relationships. Finally, we provide
practical recommendations for tool selection and future research.
Our major findings are summarized as follows:

(1) The language-specific Top𝐿𝑎𝑛 CWE lists differ signif-
icantly from the global CWE ranking. We construct Top𝐿𝑎𝑛
CWE lists and compare them with the general CWE Top 25. The
overlaps between TopC/C++ 25, TopJava 25, TopPython 25 and CWE
Top 25 are only 0.17, 0.54, and 0.14, respectively. This indicates
substantial deviations for C/C++ and Python, highlighting the need
for language-specific SAST evaluation.

(2) Existing SAST tools provide limited coverage of Top𝐿𝑎𝑛
CWEs. For C/C++, 43% of top CWEs remain uncovered. The uncov-
ered cases fall into four categories: dynamic data value dependence,
project configuration and environment dependence, system timing
and hardware interaction dependence, and complex input and se-
quence dependence. Around 60% of these cases belong to the first
two categories and may be addressed by combining static analysis
with LLM-based or runtime-aware techniques, while the remaining
cases remain challenging.

(3) SAST tools exhibit substantially different Top𝐿𝑎𝑛 CWE
coverage. CodeQL achieves the highest average coverage across
languages (68.46%), which is 3.6 times higher than the lowest-
performing tool. However, each tool covers unique vulnerabilities
and none provides complete coverage, indicating the need for tool
combination based on target vulnerability types.

(4) Multi-language SAST tools have opportunities to ex-
pand shared CWE coverage across languages. For shared top
CWEs, some checkers support only one language. Our analysis
shows that 47.7% of such checkers in CodeQL and 92.5% in Semgrep
can potentially be migrated to additional languages, suggesting an
effective way to improve multi-language CWE coverage.

In summary, this paper makes the following contributions:
• We performed a large-scale study to extract language-specific
high-frequency CWEs for C/C++, Java, and Python, yielding the
Top𝐿𝑎𝑛 , i,e., TopC/C++, TopJava, and TopPython CWE Lists. These
results were derived by collecting 197,016 CVEs over the past ten
years and analyzing 944 distinct CWE types, providing develop-
ers with guidance on selecting appropriate CWEs for evaluation.

• We compared the top 25 CWEs in the general ranking with those
in the language-specific lists, revealing notable differences that
can inform users’ selection of relevant CWEs.

• We evaluated nine popular SAST tools using the Top𝐿𝑎𝑛 CWE
Lists to address three research questions (RQs), assessing the
overall tool performance in terms of top CWE coverage, checker
complementarity, and the potential for cross-language migration
of checkers for shared CWEs.

• We summarized five major findings and provided practical rec-
ommendations for future tool development and usage. These
insights highlight opportunities to improve SAST tools and as-
sist developers and researchers in selecting the most effective
approaches for detecting vulnerabilities across multiple pro-
gramming languages.

2 Study Design
Analyzing SAST tool coverage of top CWEs involves three main
steps. First, we identify the top CWEs relevant to each programming
language and generate the corresponding Top𝐿𝑎𝑛 CWE list. Second,
we analyze the overall coverage of the Top𝐿𝑎𝑛 CWE list by current
SAST tools and investigate the reasons why certain CWEs remain
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uncovered. Third, we examine coverage differences across tools and
analyze how multi-language tools cover top CWEs shared across
programming languages. Our research workflow aligns with these
three components, each corresponding to one of our RQs.
2.1 Research Questions
To guide our empirical study, we formulate three RQs corresponding
to the three key aspects of top CWE coverage by SAST tools:
• RQ1:What is the language-specific distribution of top CWEs in
real-world vulnerabilities across C/C++, Java, and Python?

• RQ2: To what extent are top CWEs covered by existing SAST
tool sets across different programming languages, and what
causes any non-coverage?

• RQ3: For the coverable top CWEs, what differences ex-
ist in coverage across different SAST tools, and how do
multi-language tools perform on top CWEs shared across
programming languages?
In RQ1, we analyze CVE counts in real-world projects for each

programming language, identify the top CWEs, and construct the
corresponding Top𝐿𝑎𝑛 CWE lists to analyze how language features
and typical application scenarios shape their distribution. This
analysis establishes a foundation for subsequent evaluation of SAST
tools. In RQ2, we assess how SAST tools cover these top CWEs and
investigate why some remain uncovered, providing insights into
the limitations of current static analysis techniques. Together, RQ1
and RQ2 offer a comprehensive evaluation of SAST tool capabilities
and inform strategies for tool improvement.

In RQ3, we focus on individual SAST tools to provide detailed
guidance for users and developers. First, we compare different tools
within the same language. We analyze differences in CWE coverage
across tools based on their design and objectives. Second, for multi-
language tools, we examine whether their coverage of top CWEs
shared across languages is consistent, and whether transferring
checkers for these CWEs can address coverage inconsistencies. The
findings from RQ3 can guide users in selecting the most suitable
tool and help developers improve tool coverage and effectiveness.
2.2 Evaluation Criteria
The CWE system organizes software weaknesses into a hierarchical
structure. Each CWE may have multiple parent nodes, representing
an inclusion relationship that abstracts properties such as causes,
patterns, or triggers. CWE provides several views for different
purposes. For example, View 700 [4] uses a broad conceptual cat-
egory, but it does not support a systematic analysis of all CWEs.
View 1340 [3] focuses on data protection and secure coding. View
1003 [2] is designed for human usability and only covers a small set
of common weaknesses with a shallow structure. These views are
not suitable for a complete evaluation of SAST tools because they
lack coverage or depth. To solve this problem, we use CWE View
1000 [42] in our study. View 1000 includes 944 CWEs and organizes
them by cause and pattern. Figure 1 shows a simplified version
of this hierarchy. This structure allows us to systematically group
and analyze related weaknesses. By following these relationships,
we can group all CWEs into ten main categories. These ten root
categories are listed in Table 1. Therefore, View 1000 is the best
choice for a comprehensive and consistent evaluation of SAST tool
coverage. In this study, we consider a CWE as covered if the tool

664

610 668

441 642 732

565918 15 281

Figure 1: Part of Hierarchical Structure of CWE View 1000.
Rectangular nodes denote non-leaf nodes, while elliptical
nodes denote leaf nodes.
Table 1: Ten Root CWE Categories under CWE View 1000

CWE ID CWE Name

CWE-284 Improper Access Control
CWE-435 Improper Interaction Between Multiple Correctly-Behaving Entities
CWE-664 Improper Control of a Resource Through its Lifetime
CWE-682 Incorrect Calculation
CWE-691 Insufficient Control Flow Management
CWE-693 Protection Mechanism Failure
CWE-697 Incorrect Comparison
CWE-703 Improper Check or Handling of Exceptional Conditions
CWE-707 Improper Neutralization
CWE-710 Improper Adherence to Coding Standards

provides at least one checker for it, and we also mark all parent
and ancestor nodes in the CWE hierarchy as covered. Since a tool
can hardly cover all instances of a CWE, our focus is on whether
a CWE is addressed, emphasizing whether the tool recognizes or
pays attention to it.
2.3 CVE Dataset
2.3.1 CVE Data Collection. We use CVE data to identify top CWEs.
These CWEs require attention from SAST tools. MITRE maintains
the CVE system and provides standardized IDs and descriptions for
publicly known security vulnerabilities [52]. Many security studies
use CVE because it links real-world bugs to specific CWE types. We
use CVE frequency to estimate CWE frequency. High-frequency
CWEs often correspond to the top CWEs for each language, as they
affect more code in practice. Therefore, SAST tools should prioritize
detecting these top CWEs.

CVE data and CWE labels come from two main sources: the
MITRE Corporation CVE repository and the National Vulnerability
Database (NVD) [43]. Both sources provide CWE labels for CVEs,
but the number of labeled records differs significantly. For the pe-
riod from 2016 to Nov. 10, 2025, the MITRE dataset contains 118,626
CVE entries with CWE labels, while the NVD dataset contains
197,016 entries with CWE labels. In addition to CWE annotations,
NVD also provides more systematically curated vulnerability meta-
data, including standardized CVSS severity scores [19] for a large
portion of entries. Because NVD offers broader coverage and more
structured records, we select it as the primary data source in this
study. Using this dataset, we identify the top CWEs for each pro-
gramming language, considering a CWE to be top if it appears more
than ten times in the records for that language.
2.3.2 CVE Language Annotations. We observe that vulnerabil-
ity distributions are influenced by both programming languages
and application domains, while programming language serves
as a more fundamental factor. This is because domain-specific
characteristics are often implemented through language-specific
ecosystems and frameworks, and SAST tools inherently operate
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Table 2: Overview of nine SAST tools and their CWE coverage across different programming languages.

Type Tool Description ID Language #Checker #CWE

Multiple
Language
Tool

CodeQL
Datalog-based semantic engine for multi-language
vulnerability detection.

4227dd7d733
C/C++ 192 154
Java 276 227

Python 111 139

Semgrep
Pattern-based engine using declarative rules for
efficient vulnerability detection.

12f2eb5
C/C++ 12 29
Java 119 78

Python 269 91

SonarQube
Continuous inspection platform for code quality and
security analysis.

eee2f48
Java 79 143

Python 65 93

Single
Language
Tool

Cppcheck Specialized analyzer for detecting C/C++ bugs and undefined
behaviors.

554b98a C/C++ 90 54

CSA Symbolic execution-based tool for memory and state analysis. 2078da4 C/C++ 14 25
Flawfinder Lexical scanner targeting risky API usage patterns. 56ffb9f C/C++ 71 44
Insider Detects common bug patterns in Java components. 20af38a Java 71 46
SpotBugs Bytecode-level analysis for Java security vulnerabilities. e38542b Java 113 106
Bandit AST-based tool for detecting Python security issues. e1ffdf6 Python 42 47

on language-specific code representations. However, existing CWE
rankings [11, 20] are not organized by programming language.
Therefore, it is necessary to identify the top CWEs for each lan-
guage to better guide tool evaluation and improvement. A key
challenge is that CVE records often do not explicitly specify the
programming language used, and the large volume of CVEs makes
manual annotation infeasible. To address this issue, we design a
set of lightweight heuristic rules to automatically label each CVE
with its corresponding implementation language. This approach
enables efficient large-scale analysis of language-specific CWE dis-
tributions.

Our labeling process consists of three steps. First, we assign
programming language labels using deterministic signals, includ-
ing explicit file extensions mentioned in CVE descriptions. Second,
we further identify languages based on explicit mentions of pro-
gramming language names in the CVE text, which also serve as
deterministic signals. These first two steps provide high-confidence,
rule-based language assignments. Third, for CVEs not covered by
the above deterministic signals, we apply a heuristic keyword-based
analysis using 167 manually selected language-indicative terms de-
rived from the 2,000 most frequent nouns in CVE descriptions.

Finally, we validate our detection process in two steps. First, we
evaluate the accuracy of our labeling method. We randomly sample
records from the already labeled dataset and manually review each
sampled CVE by comparing our assigned CWE labels against evi-
dence from the CVE description and associated references, thereby
directly assessing the correctness of our labeling results. Second, we
examine whether our labeling process preserves the distributional
properties of the full dataset. We randomly sample records from
the entire dataset and apply the same manual labeling procedure as
in the first step. We then map the CWEs of CVEs across different
programming languages to their corresponding ten root CWEs. Fi-
nally, we compare the distribution of languages and ten root CWEs

in the sampled dataset against those in the fully labeled dataset to
assess whether our labeling method introduces systematic bias.

2.4 Studied Tools
Table 2 summarizes the SAST tools used in this study, the pro-
gramming languages they support, the number of CWE checkers
implemented, and the number of CWEs covered. We selected nine
SAST tools that support C/C++, Java, and Python and represent
commonly used static analysis approaches, including patternmatch-
ing, data-flow analysis, and symbolic execution. The tool selection
was guided by three criteria. First, each tool must provide at least
partial open-source access to its checker implementations, which is
necessary to understand the underlying detection logic and support
our analysis of coverage limitations and cross-language checker mi-
gration. Second, the tool must explicitly document or expose CWE
annotations for its checkers to enable systematic comparison across
tools. Third, we prioritized tools that are widely adopted in either
academic studies or real-world development practice, based on prior
literature [8, 10, 17, 24, 29, 37, 45, 47, 51, 53, 57]. Among the selected
tools, SonarQube and Semgrep were used in their community edi-
tions, while SpotBugs was used with the FindSecBugs plugin. We
do not include major commercial SAST tools because their internal
checkers and rule definitions are not publicly accessible, which
prevents systematic analysis of CWE coverage and checker-level
behavior. Therefore, our results primarily reflect widely used open
or partially open-source SAST tools. While tool documentation re-
flects the CWE coverage provided by each tool, it does not capture
the gap between this coverage and the actual vulnerability needs
observed in real-world software systems.

2.5 Manual Validation Protocol
To ensure rigor and reliability, we followed a structured annotation
protocol. Two experienced developers and one domain expert first
defined validation guidelines covering CVE language identification,
criteria, and reasons for CWE coverage limitations, and rules for
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Table 3: CVE Language Labeling and Validation Results

Language CVE Count Sample Distr. Accuracy

C/C++ 37,887 (40.47%) 113 (43.46%) 91.88%
Java 6,703 (7.16%) 37 (14.23%) 96.00%
Python 1,915 (2.05%) 6 (2.31%) 97.33%
Other 47,120 (50.33%) 104 (40.00%) 89.53%

checker migratability. For each instance, at least one developer inde-
pendently reviewed and labeled the CVE, followed by verification
from the domain expert. Any disagreements were resolved through
joint discussion and majority voting among the three annotators.

3 Results of the Study
In this section, we present the results of our empirical study ad-
dressing the three research questions (RQs) defined in Section 2.1.

3.1 Language-Specific Distribution of Top CWEs
Validation of Heuristic Language Annotation. We first check
the reliability of our method for labeling CVE languages. As shown
in Table 3, our approach successfully labels 93,625 CVEs, accounting
for 48.4% of the total dataset. Only 0.88% of all CVEs have conflicting
labels. There are two main reasons for these conflicts. First, some
CVE descriptions mention multiple languages. This often happens
because the software uses a cross-language technology stack. In
these cases, it is hard to decide which language is the primary one.
Second, some software project names consist of several English
words. Our tool may incorrectly split these names into separate
keywords. This leads to conflict in language labels.

To verify whether the language distribution of our labeled CVEs
is consistent with that of the overall dataset, we randomly selected
300 CVEs and manually labeled them. Our labeling process identi-
fies programming languages using signals from CVE descriptions
and associated references, including patches, commit diffs, bug re-
ports, and repository metadata when available. Table 3 shows the
results. CVEs labeled as belonging to closed-source projects are
excluded, since there is insufficient information in these records to
reliably identify the programming language. Overall, although the
heuristic method leaves a larger proportion of CVEs unlabeled due
to imperfect rules, the relative distribution across programming
languages remains stable. In particular, C/C++ and other languages
exhibit highly consistent patterns between the heuristic labels and
the manually labeled sample, while Java shows a relatively lower
proportion in the heuristic results, likely due to the diversity of Java
project naming conventions that makes them harder to identify via
file names or keywords.

We further examine whether our labeling process affects the
CWE distribution within each programming language, as shown in
Figure 2. The distributions of ten root CWE categories across the
three main languages are largely consistent between the heuristic
labeled dataset and the randomly sampled manually labeled subset.
Although Python shows larger fluctuations due to its small sample
size (only six CVEs), its dominant CWE peak remains unchanged.
These results indicate that our labeling process has a limited impact
on the underlying CWE distribution and introduces no substantial
structural bias into the dataset.

Table 4: CVE Trends Across Languages (2016–Nov. 10, 2025)

Language 20
16

20
17

20
18

20
19

20
20

20
21

20
22

20
23

20
24

20
25

C/C++ 2696 4255 3884 3090 3081 4159 4328 3886 5407 3101
Java 392 334 465 709 669 748 921 856 738 871
Python 55 86 112 115 155 189 274 212 377 340
All 3143 4675 4461 3914 3905 5096 5523 4954 6522 4312

Finally, we evaluated the accuracy of our labeling method by
randomly selecting 925 CVEs from the labeled dataset, ensuring
balanced representation with at least 75 samples per language. Man-
ual review, summarized in Table 3, shows that the method achieves
over 89.5% accuracy for each language, with an overall average of
91.5%. These results demonstrate that our method is effective for
automatic CVE labeling and supports large-scale analysis of CWEs
across programming languages.

The reliability of these results is further supported by our step-
wise design, in which deterministic labeling—based on file exten-
sions and explicit language mentions is applied first, followed by
heuristic inference. These deterministic steps not only anchor the
overall distribution but also contribute substantially to labeling
accuracy, as they provide high-confidence assignments before in-
troducing potentially noisier heuristics. Notably, deterministic la-
beling accounts for 52.17% of all labeled CVEs, forming a reliable
foundation that mitigates potential bias and error propagation in
the subsequent heuristic stage.

Finding 1: Our heuristic labeling method achieves high accu-
racy when mapping CVEs to programming languages, with an
average accuracy exceeding 90%. The resulting labeled dataset
preserves the distribution of both programming languages and
their corresponding CWE patterns, enabling a reliable, large-
scale analysis of language-specific top CWEs.

Language-Specific top CWEs.We first analyzed the ten-year
trends of CVE counts for C/C++, Java, and Python, as shown in Ta-
ble 4. Overall, reported CVEs are increasing, highlighting the grow-
ing importance of early vulnerability detection. The 2025 count ap-
pears lower because data collection ended on November 10. Among
the three languages, C/C++ consistently exhibits the highest num-
ber of CVEs, reflecting its widespread use and vulnerability-prone
nature. Java and Python also show steady growth over time. These
trends underscore the need to strengthen SAST tools across all
three languages. Figure 4 illustrates the distribution of CVEs across
the ten root CWE categories in View 1000. Across C/C++, Java,
and Python, two categories are consistently the most frequent: Im-
proper Control of a Resource Through its Lifetime (CWE-664) and
Improper Neutralization (CWE-707). The third most frequent cate-
gory varies by language: for C/C++, it is Improper Adherence to
Coding Standard (CWE-710), whereas for Java and Python, it is
Improper Access Control (CWE-284).

Based on this CVE data, we generated the Top𝐿𝑎𝑛 CWE list for
each programming language, yielding 205 for C/C++, 123 for Java,
and 86 for Python. To further analyze the most representative vul-
nerabilities, we extracted the Top 25 CWE lists for each language,
denoted as TopC/C++ 25, TopJava 25, and TopPython 25. To quantita-
tively compare the language-specific CWE lists with the CWE Top
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Figure 2: Distribution Alignment of Root CWEs Between Heuristic and Manual Labeling.
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Figure 3: Comparison between language-specific Top 25 CWE lists and the CWE Top 25 benchmark. The Jaccard similarity (left)
measures set-level overlap, while RBO (𝑞 = 0.9) (right) captures rank-aware similarity with emphasis on top-ranked CWEs.
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Figure 4: Percentage of CVEs in ten Root CWE Categories
for C/C++, Java, and Python

25 [52], we employ two complementary similarity metrics, namely
Jaccard similarity and Rank-Biased Overlap (RBO).

The Jaccard similarity measures the overlap between two sets.
Given two sets 𝐴 and 𝐵, it is defined as:

𝐽 (𝐴, 𝐵) = |𝐴 ∩ 𝐵 |
|𝐴 ∪ 𝐵 | (1)

However, since both CWE lists are inherently ranked, we further
adopt Rank-Biased Overlap (RBO) to account for top-weighted
agreement between ranked lists. Given two ranked lists 𝑆 and 𝑇 ,
RBO is defined as:

RBO(𝑆,𝑇 , 𝑞) = (1 − 𝑞)
∞∑︁
𝑑=1

𝑞𝑑−1𝐴𝑑 (2)

where 𝐴𝑑 =
|𝑆1∩𝑇1 |

𝑑
denotes the overlap proportion at depth 𝑑 ,

and 𝑞 ∈ (0, 1) is a persistence parameter that controls the weight
assigned to deeper ranks.

In our study, we set 𝑞 = 0.9, a commonly used value that empha-
sizes agreement at higher ranks [1, 12, 58].

As shown in Fig. 3, all language-specific Top 25 CWE lists overlap
with the CWE Top 25, confirming that the benchmark partially cap-
tures vulnerability patterns across programming languages. How-
ever, when ranking is taken into account, Java shows much higher
similarity to the CWE Top 25, suggesting that the benchmark rank-
ing is largely influenced by Java. In contrast, C/C++ and Python
show lower similarity, indicating that the benchmark does not well
reflect their vulnerability distributions. This mismatch suggests
that using a single CWE Top 25 list is insufficient to represent
language-specific vulnerability characteristics and highlights the
need to construct Top𝐿𝑎𝑛 CWE lists.

From Figure 3, C/C++ shows clear differences from Java and
Python, while Java and Python are more similar to each other,
which is consistent with their language design.

In C/C++, vulnerabilities are dominated by low-level memory
and resource management issues that rarely appear in managed
languages. For example, Use-After-Free (CWE-416), Double Free
(CWE-415), and Stack-based Buffer Overflow (CWE-121) highlight
the risks introduced by manual memory management. These issues
arise because pointer safety is not enforced, and object lifetimes
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must be managed explicitly. As a result, small programming errors
can lead to severe memory corruption and control flow hijacking.

In contrast, Java and Python share several vulnerabilities related
to input handling and application logic. Deserialization of Untrusted
Data (CWE-502) appears prominently in both languages due to
their reliance on object serialization. Similarly, Server-Side Request
Forgery (CWE-918) and Unrestricted Upload of File with Dangerous
Type (CWE-434) reflect common risks in web-based systems where
external inputs are not properly validated.

In Java, vulnerabilities are more closely related to the unsafe
handling of external inputs and to framework features. Code Injec-
tion (CWE-94) and Improper Restriction of XML External Entity
Reference (CWE-611) illustrate risks in processing dynamic con-
tent and external data. These issues show that vulnerabilities often
arise from the misuse of high-level frameworks and data-processing
mechanisms rather than from low-level errors.

For Python, the vulnerability profile reflects its dynamic features
and scripting nature. Improper Encoding or Escaping of Output
(CWE-116) highlights risks in string processing and input handling.
In addition, Eval Injection (CWE-95) shows how dynamic execution
features can introduce security risks. These issues are closely related
to Python’s flexibility and its common use in rapid development.

Overall, these distributions show that SAST tools must adopt
language-specific strategies. For C/C++, tools should focus on mem-
ory safety and proper management of pointers and object lifetimes.
For Java, they should pay attention to safe handling of external
inputs and proper use of frameworks. For Python, detecting unsafe
string handling and dynamic code execution is critical. These re-
sults demonstrate that a one-size-fits-all approach is insufficient;
SAST tools should be designed and tailored according to the unique
vulnerability characteristics of each programming language.

To further examine the impact of additional factors on the
language-specific 𝑇𝑜𝑝𝐿𝑎𝑛 CWE lists, we incorporate CVSS-based
severity into the ranking formulation using the same scoring
methodology as that used in constructing the MITRE Top 25 CWE
list [41]. This produces severity-weighted rankings that combine
vulnerability prevalence and CVSS severity scores. A comparison
between the frequency-based 𝑇𝑜𝑝𝐿𝑎𝑛 rankings and their severity-
weighted counterparts shows that incorporating CVSS severity
introduces observable shifts, while largely preserving the overall
ranking structure within each programming language. The Jaccard
similarity reaches 0.67 for C/C++, 0.56 for Java, and 0.56 for Python,
while the RBO values are 0.55, 0.62, and 0.59, respectively. Further
analysis shows that the average CVSS score of the high-frequency
CWEs exceeds 4.98, suggesting that these vulnerabilities gener-
ally fall into the medium-to-high severity range. This confirms that
high-frequency CWEs are also security-critical and warrant system-
atic attention in SAST tool design. Overall, the results suggest that
different prioritization strategies can be flexibly adopted depending
on practical needs. For example, frequency-based rankings are more
suitable for guiding broad vulnerability coverage and maximizing
detection impact in large-scale codebases, while severity-weighted
rankings are more appropriate for risk-sensitive scenarios, such
as security auditing or vulnerability triage, where both prevalence
and potential impact need to be considered.

Finding 2: The fact that the 𝑇𝑜𝑝𝐿𝑎𝑛 CWE lists for different
programming languages differ from the globally ranked CWE
list, with RBOs of Top𝐶/𝐶++ and Top𝑃𝑦𝑡ℎ𝑜𝑛 against CWE Top
25 not exceeding 0.2, underscores the necessity for SAST tools
to adopt tailored detection strategies. Evaluations of these tools
should also be based on language-specific top CWEs rather than
a universal ranking.

3.2 Top CWE Coverage Gaps in SAST Tools
Figure 5 presents the coverage of the 𝑇𝑜𝑝𝐿𝑎𝑛 CWE lists by SAST
tools for C/C++, Java, and Python. Overall coverage is 56.59% for
C/C++, 78.86% for Java, and 86.05% for Python. Python’s higher
coverage is partly due to its smaller𝑇𝑜𝑝𝐿𝑎𝑛 CWE lists. Nevertheless,
coverage remains insufficient across all languages, highlighting the
need to expand detection capabilities. Moreover, substantial differ-
ences in coverage among the three languages indicate that current
SAST tools provide uneven protection, and the security assurance
depends strongly on the programming language under analysis.
When focusing further on the top three root CWE categories, C/C++
consistently shows the lowest coverage. This highlights a major gap
in tool support for themost critical C/C++ vulnerabilities. Therefore,
improving coverage for C/C++ must be a high priority.

The above analysis adopts a permissive definition of CWE cover-
age, where a CWE is considered covered as long as a tool provides at
least one corresponding checker. Under this definition, the reported
results provide a macro-level view of whether a given vulnerabil-
ity type is within the scope of existing SAST tools, and further
highlight important CWE categories that remain unsupported by
current tooling. Beyond coverage, an important complementary
question is how effectively these covered checkers perform in prac-
tice. Existing empirical studies provide evidence that static analysis
tools can detect a subset of defects within the CWEs they are de-
signed to support [6, 10, 15, 29, 34, 37, 45, 63]. However, these
results also indicate that their detection capability in real-world
settings remains limited. In particular, among the tools analyzed
in our study, Flawfinder is reported as the best-performing tool
for C/C++ in the latest study, achieving a detection rate of only
31% [10]. SpotBugs is the best-performing tool for Java [29], with a
detection rate of 10%, and CodeQL is the best-performing tool for
Python, achieving 11% [45]. These findings suggest that, even when
considering the strongest tool within each study, SAST tools still ex-
hibit substantially constrained effectiveness in real-world software
systems. This discrepancy indicates that, although coverage enables
the possibility of detection, the practical effectiveness of existing
checkers remains limited in realistic development environments.
Therefore, improving SAST tools requires both expanding CWE
coverage and enhancing the robustness of existing detection logic
to better generalize from benchmark settings to real-world code.

Finding 3: The whole SAST tool set now exhibits low cover-
age of the Top𝐿𝑎𝑛 CWE list. C/C++ shows the lowest coverage
among the three languages, with an overall average of 56.59%.
These findings show that enhancing C/C++ bug detection must
be a critical priority for tool developers.

We performed a manual analysis to understand why these top
CWEs are not covered by SAST tools. In cases where both a CWE
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Figure 5: Coverage of Top CWE Categories under ten Root
CWEs by SAST tools

and its parent nodes are uncovered, we only consider the parent
node. We identified four main reasons for this lack of coverage:
(1) Dynamic Data Value Dependence: Some vulnerabilities depend

on runtime variable values, computation results, or memory
states, which SAST tools cannot reliably predict across all
execution paths, like Uncontrolled Recursion (CWE-674).

(2) Project Configuration and Environment Dependence: Pro-
gram security and correctness often depend on project-
specific business logic, security policies, and unique
factors such as industry standards, compliance rules,
or system configurations. SAST tools struggle to de-
fine dedicated checkers for individual projects, such as
Privilege Defined With Unsafe Actions (CWE-267).

(3) System Timing and Hardware Interaction Dependence: Some
vulnerabilities stem from dynamic execution factors, includ-
ing thread scheduling, event ordering, and interactions among
components. Static analysis cannot reliably model such physi-
cal or hardware states, such as Improper Control of Interaction
Frequency (CWE-799).

(4) Complex Input and Sequence Dependence: Certain vulnera-
bilities are triggered by specific external inputs or event
sequences. Static analysis cannot exhaustively examine
all input combinations, data encodings, or event orders,
making it difficult to ensure correct program behavior
and to prevent logic errors or code injection, such as
Improper Handling of Values (CWE-229).

Table 5 summarizes the main reasons why top CWEs remain
uncovered by SAST tools across programming languages. Among
these, Project Configuration and Environment Dependence is the most
significant blind spot, appearing consistently across all three lan-
guages and especially in C/C++. Most SAST tools focus on general
code patterns, whereas vulnerabilities in this category often require
an in-depth understanding of project-specific configurations or
runtime environments. Complex Input and Sequence Dependence is
another critical challenge, particularly for C/C++, where it is more
prevalent than in Java or Python. Vulnerabilities often arise in con-
texts such as binary parsing or protocol handling. Since C/C++ is
widely used for low-level parsers, drivers, and high-performance
servers, programs frequently rely on the correct processing of spe-
cific input sequences, making such defects difficult for general-
purpose static analyzers to detect. Finally, Dynamic Data Value
Dependence is relatively limited in Python, despite its dynamic

Table 5: Uncovered Top CWEs: Reason Counts
Language Dynamic Project System Input
C/C++ 10 31 7 17
Java 4 6 4 3
Python 3 1 3 2

typing, suggesting that existing Python analyzers already incor-
porate effective rules for handling certain runtime features. This
also implies that Python vulnerabilities are less often dependent
on complex memory states or deeply nested runtime values than
those in C/C++.

Recent research leveraging Large Language Models (LLMs) of-
fers promising solutions for Project Configuration and Environment
Dependence, which arises from the unique rules and settings of each
project. LLM-based systems can enhance tool understanding of
project-specific details [21, 33, 36, 62]. Similarly, dynamic symbolic
execution and LLM-augmented approaches address Dynamic Data
Value Dependence, overcoming traditional static analysis limitations
by more accurately predicting runtime program behavior [9, 31, 39].
In contrast, System Timing andHardware Interaction Dependence and
Complex Input and Sequence Dependence remain challenging, with
current tools detecting a few isolated cases. These gaps highlight
the need for further research and the development of systematic
static analysis techniques to address these complex vulnerabilities.

Finding 4: Missed top CWEs occur primarily in C and C++.
These gaps stem from Project Configuration and Environment
Dependence, Complex Input and Sequence Dependence, and Dy-
namic Data Value Dependence. About 60% of these gaps can be
addressed by hybrid methods using LLMs and runtime informa-
tion, while System Timing and Hardware Interaction Dependence
and Complex Input and Sequence Dependence remain largely
unresolved challenges.

3.3 CWE Coverage Variation Across SAST Tools
While RQ2 assesses the overall capabilities of SAST tools, RQ3
offers a more detailed comparison of individual tools, examining
CWE coverage from two specific perspectives:

Coverage Differences in the Same Language: We examine
variations in top CWE coverage among tools for a single program-
ming language, providing guidance for selecting the most appro-
priate static analysis tool for specific CWE types.

Coverage Differences in the Same Tool: For multi-language
tools, we assess how shared top CWE coverage varies across lan-
guages, providing insight into the potential coverage capabilities
of these tools.

3.3.1 Coverage Differences in the Same Language. As shown in
Table 6, we summarize the coverage of top CWEs by SAST tools for
C/C++, Java, and Python. For C/C++, the tools collectively cover
116 top CWEs. CodeQL achieves the highest coverage (52.68%),
while other tools achieve substantially lower coverage: Flawfinder
(19.51%), Cppcheck (16.59%), Semgrep (10.73%), and CSA (8.29%).
For Java, the tools together cover 97 top CWEs. CodeQL again pro-
vides the highest coverage (74.80%), followed by SpotBugs (52.85%),
SonarQube (49.59%), Semgrep (46.34%), and Insider (29.27%). For
Python, the tools collectively cover 74 top CWEs. CodeQL covers
77.91%, followed by Semgrep (69.77%), SonarQube (54.65%), and
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Table 6: Coverage and Tool-Only Coverage of Top CWEs by
SAST Tools across Languages

Language Tool
Covered
CWEs

Covered Top
CWEs

Tool-Only
CWEs

Tool-Only Top
CWEs

C/C++

CodeQL 156 108 78 45
Semgrep 28 22 3 2
Cppcheck 52 34 8 2
CSA 24 17 5 1
Flawfinder 47 40 4 3

Java

CodeQL 220 92 71 12
Semgrep 77 57 2 0
SonarQube 142 61 27 3
Insider 44 36 1 0
SpotBugs 106 65 17 1

Python

CodeQL 137 67 36 6
Semgrep 89 60 15 4
SonarQube 92 47 13 0
Bandit 45 36 6 2

Bandit (41.86%). Across all three languages, no tool completely sub-
sumes another’s coverage. Most tools can detect CWEs that other
tools cannot, highlighting complementary coverage among them.
This complementarity becomes even more evident when consid-
ering coverage of all CWEs. Overall, CodeQL provides the widest
coverage, likely due to its support for global data-flow analysis and
taint tracking, while other tools offer specialized coverage based
on their analysis strategies. We next describe the specific features
of each tool.

Five tools provide complementary coverage for C/C++ through
different analysis paradigms. CodeQL uses a Datalog-based seman-
tic engine for global data-flow reasoning and taint tracking, tracing
attacker-controlled inputs across modules to detect multi-stage vul-
nerabilities such as Absolute Path Traversal (CWE-36). Semgrep
performs rapid AST-based pattern matching to identify missing
validations and characteristic code patterns, including Allocation
of File Descriptors or Handles Without Limits or Throttling (CWE-
774). Flawfinder applies lightweight lexical analysis by scanning
risky APIs, efficiently detecting issues such as Inclusion of Func-
tionality from Untrusted Control Sphere (CWE-829). Cppcheck
uses localized value-flow tracking with path-sensitive reasoning to
estimate variable states and expose low-level errors such as Signed-
to-Unsigned Conversion Error (CWE-195). CSA leverages symbolic
execution and constraint solving to analyze pointer interactions
and boundary conditions, detecting issues such as Return of Pointer
Value Outside of Expected Range (CWE-466). Accordingly, Cod-
eQL is suitable for long-range data-flow analysis, Semgrep for local
pattern enforcement, Flawfinder for rapid API misuse detection,
Cppcheck for function-level resource analysis, and CSA for subtle
pointer and boundary verification.

In the Java ecosystem, five tools address vulnerabilities by target-
ing language features, libraries, and runtime characteristics. Cod-
eQL applies global data-flow analysis and taint tracking to trace
attacker-controlled inputs across classes and modules, detecting
issues such as Improper Restriction of XML External Entity Refer-
ence (CWE-611). Semgrep uses rule-driven AST pattern matching
to identify structural vulnerability patterns without full compila-
tion, including Improper Neutralization of Escape, Meta, or Control

Sequences (CWE-150). SonarQube combines AST analysis with
localized data-flow reasoning to reveal risks such as Creation of
Temporary File in Directory with Insecure Permissions (CWE-379).
SpotBugs analyzes Java bytecode and simulates JVM operand stacks
to uncover issues such as Use of Hard-coded Cryptographic Key
(CWE-321). Insider targets mobile environments and detects An-
droid configuration weaknesses, including Execution with Unnec-
essary Privileges (CWE-250). Accordingly, CodeQL is suitable for
cross-class data-flow analysis, Semgrep for local pattern checking,
SonarQube for code robustness analysis, SpotBugs for bytecode-
level risks, and Insider for mobile security auditing.

For Python, four tools provide specialized analysis for its dy-
namic scripting environment. CodeQL builds comprehensive pro-
gram representations and traces attacker-controlled inputs across
modules to detect complex vulnerabilities such as Argument In-
jection (CWE-88). Semgrep applies pattern-based detection suited
to Python’s dynamic nature, identifying structural misuse such as
Static Code Injection (CWE-96). SonarQube extends semantic anal-
ysis to uncover robustness-related issues, including Generation of
Error Message Containing Sensitive Information (CWE-209). Ban-
dit uses Python AST parsing to scan dangerous APIs and insecure
configurations, detecting issues such as Download of CodeWithout
Integrity Check (CWE-494). Accordingly, CodeQL is suitable for
cross-module data-flow analysis, Semgrep for structural vulnerabil-
ity detection, SonarQube for information leak analysis, and Bandit
for lightweight security checks.

Finding 5: The covered Top𝐿𝑎𝑛 CWE sets across different SAST
tools vary substantially, with the tool providing the most cover-
age achieving about 3.6 times the coverage of the tool with the
least coverage. These differences are driven by diverse design
principles. Since no single tool provides complete coverage of
CWEs, practitioners should select or combine tools based on
the target CWE categories to be detected.

3.3.2 Coverage Differences in the Same Tool. In the previous sec-
tion, we discussed how SAST tools specialize in detecting specific
CWE categories, largely due to differences in their technical im-
plementations. At the same time, we observe the increasing pres-
ence of cross-language tools such as CodeQL and Semgrep, which
apply similar detection techniques across multiple programming
languages. In principle, adapting existing detection logic to a new
language is often easier than developing entirely new checkers.
Motivated by this observation, we analyze differences in the cov-
erage of shared top CWEs across the languages of these tools. We
further examine whether detection logic can be migrated between
languages. A checker is considered migratable if its detection rules
remain valid for the target language and all required code depen-
dencies and libraries are available in that language’s analysis envi-
ronment. To guide our study, we define four key concepts. First, a
missing CWE is a top CWE that a tool does not cover in a target
language but is covered in at least one other language. The corre-
sponding detection checker is called a missing checker. Second, a
migratable CWE is a missing CWE where the missing checker can
be adapted to the target language. In these cases, the checker is
called a migratable checker.
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Table 7: Counts of Missing and Migratable CWEs and Check-
ers Across Languages for CodeQL and Semgrep

CodeQL Semgrep

Language
Missing
CWEs Migr.

Missing
Checkers Migr.

Missing
CWEs Migr.

Missing
Checkers Migr.

C/C++ 23 13 51 35 26 23 124 114
Java 6 3 22 5 5 5 9 9
Python 4 2 15 2 1 1 1 1

As shown in Table 7, C/C++ has the largest set of shared uncov-
ered CWEs, followed by Java and Python, indicating substantial
potential for coverage expansion through rule reuse. Both CodeQL
and Semgrep demonstrate high overall transferability, confirming
the feasibility of cross-language checker migration. Notably, Sem-
grep exhibits a higher transferability ratio than CodeQL, implying
that pattern-based checkers are easier to transfer than semantically
complex ones. These results suggest that checker migration is a
practical way to enhance SAST coverage, with C/C++ benefiting
the most.

To understand migration effort, we further analyze the mi-
gration characteristics of checkers and summarize the results in
Table 8. At the rule level, about 52% of CodeQL rules are di-
rectly reusable across languages, requiring no semantic rewriting.
For example, the HeaderInjection.ql rule relies on language-
independent data flow logic that can be reused across different
programming languages. In contrast, only around 32% of Sem-
grep rules can be migrated directly, as they are more syntacti-
cally concrete and often require partial re-modeling across lan-
guages, as illustrated by java-pattern-from-string-parameter.
At the checker level, only around 38% and 36%, respectively,
can be migrated with low cost through direct query adapta-
tion or lightweight extension of language-specific API models.
For example, HeaderInjection.ql can be migrated by mapping
equivalent HTTP APIs, while more complex checkers such as
SensitiveDataExposureThroughErrorMessage.ql require addi-
tional modeling of framework-specific behaviors such as exception
handling and logging.

The remaining checkers are non-migratable for two reasons.
First, some rely on platform-specific semantics that cannot be ab-
stracted, such as UnsafeAndroidAccess.ql, which depends on An-
droid WebView and JavaScript interaction models absent in C/C++.
Second, others are prohibitively expensive to migrate. For instance,
UrlForward.ql depends on servlet-based dispatch semantics and
would require reconstructing comparable web routing abstractions
in C/C++. Both categories account for a non-trivial proportion,
with semantically non-migratable checkers being relatively more
prevalent, representing approximately 66% of all non-migratable
cases.

Overall, checker migration is more efficient than building rules
from scratch and provides a practical way to extend CWE cover-
age. C/C++ shows the highest untapped potential, while Semgrep
achieves higher migration rates than CodeQL due to its pattern-
based design.

Finding 6: In multi-language tools, each language has top
CWEs that lack local coverage but are supported by existing
checkers in other languages. About 75% of checkers can be

Table 8: Fine-Grained Classification of Checker Migration
Feasibility. Notes: Direct Rule Migr. (DR) denotes rule reuse
without synonymous structural substitution; Query-only
Migr. (QO) requires only rewriting queries without expand-
ing libraries; Semantically Non-Migr. (SN) indicates language-
exclusive semantic mismatches; Prohibitive Lib Migr. (PL)
implies migration is blocked by the high costs of rebuilding
underlying libraries.

CodeQL Semgrep

Language DR QO SN PL DR QO SN PL
C/C++ 21 15 7 9 39 43 8 2
Java 1 1 14 3 1 1 0 0
Python 0 0 8 5 0 1 0 0

migrated, indicating a possible direction for improvement. This
is particularly true for C/C++, which has the most migratable
checkers.

4 Threats To Validity
Our study has several threats to validity that may affect the accu-
racy of our findings. First, the language labels for the CVE dataset
are incomplete and might be biased. We used a heuristic labeling
method that could only assign a language to about half of the CVEs.
Therefore, the coverage results in this study might differ slightly
from those of the full dataset. This limitation could affect how well
our findings represent all CVEs. To solve this in future work, we
plan to use more advanced methods. For example, we could use
LLMs for automated reasoning or extract more information from
CVE references. These steps will help improve the completeness
and accuracy of language labels.

Second, our top CWE evaluation relies only on CWE frequency
and does not consider composite metrics such as CVSS [18]. Every
CWE represents a real security vulnerability, so the minimum sever-
ity is guaranteed. Frequency helps SAST tools detect as many vul-
nerabilities as possible early. Future work may design new top CWE
rankings based on different criteria, but the core idea of language-
specific ranking remains crucial. Furthermore, as programming
languages evolve with new security features, the frequency of spe-
cific CWEs will shift. Thus, future iterations of 𝑇𝑜𝑝𝐿𝑎𝑛 rankings
must also dynamically adapt to this language evolution, maintain-
ing their relevance over time.

Third, we used a relatively permissive evaluation strategy for
both CWE coverage and checker transferability. For CWE coverage,
we consider a target CWE covered if any checker detects it or one
of its descendant nodes. This approach does not account for the
actual depth or thoroughness of coverage in the target language.
Similarly, for checker transferability, we only assessed whether a
rule exists in the target language and whether its detection logic can
be migrated. We did not analyze how widely or effectively the rule
applies in practice. While this approach provides an initial estimate,
it may overstate the actual coverage and transferability. In future
work, we plan to refine our evaluation by developing more detailed
metrics. These metrics will account for completeness, precision,
and practicality of both CWE coverage and checker migration.
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5 Implications
Based on our findings, we derive several implications that can
inform the practical use and future development of SAST tools for
vulnerability detection.

(1) Tailoring SAST Tools and their evaluations to language-
specific top CWEs is necessary CVE counts in Python and Java
have steadily increased over the past decade, while C/C++ remains
consistently high. Each language also exhibits distinct top CWEs,
suggesting that tool developers should design checkers tailored to
each language’s top CWEs. Similarly, SAST tool evaluation should
not rely on a universal CWE ranking but instead use language-
specific top CWE lists to ensure fair and relevant assessment.

(2) Improving tool support for C/C++ is a high priority.
SAST tools achieve the lowest top CWE coverage for C/C++, high-
lighting a critical gap in vulnerability detection. Given the consis-
tently high number of C/C++ CVEs, tool developers should prior-
itize improving C/C++ SAST tool coverage. Practitioners should
also be aware of these limitations and consider combining multiple
tools or complementary techniques to mitigate coverage gaps

(3) Combining static analysiswith LLM-based and dynamic
techniques is promising. SAST tools leave many top CWEs un-
covered, primarily due to four types of limitations: project con-
figuration and environment dependence, complex input dependence,
sequence dependence, and dynamic data value dependence. LLM-
based methods and dynamic symbolic execution can address some
of these challenges, suggesting that combining static analysis with
LLM reasoning and dynamic techniques is a promising direction.
However, vulnerabilities related to system timing and highly com-
plex inputs remain largely unresolved, highlighting the need for
further research to improve detection in these difficult scenarios.

(4) Tool selection should be goal-driven instead of relying
on one single tool. Since no single SAST tool achieves complete
coverage, practitioners should establish a decision matrix based
on our 𝑇𝑜𝑝𝐿𝑎𝑛 lists. For example, developers should first deploy a
semantic engine like CSA for long-range control-flow tracking, and
then integrate a lightweight pattern-matching tool like Cppcheck
for enforcing local coding patterns and addressing configuration-
related blind spots.

(5) Leveraging checker migration across languages can
effectively improve tool coverage, especially for C/C++. To
efficiently extend vulnerability coverage, particularly for C/C++,
developers should execute a targeted migration strategy. First, prior-
itize checkers that support both direct rule reuse and simple query
adaptation. Second, prioritize those requiring semantic-equivalent
transformation but still allowing simple query adaptation. Third,
consider checkers that support direct rule reuse but require addi-
tional component modeling. Fourth, handle checkers that require
both semantic-equivalent transformation and additional component
modeling. Finally, exclude checkers that depend on non-migratable
platform-specific semantics or require prohibitively expensive ar-
chitectural mappings.

6 Related Work
Traditional Static Analysis Enhancements. Prior research has
improved the precision of static analysis through advanced pointer
and taint analyses, hybrid methods, and domain-specific detec-
tion techniques. Key advances include unification-based pointer

analysis to mitigate memory oversharing [27] and the integration
of dynamic execution data or heap snapshots to optimize accu-
racy [13, 22]. Other studies target specific behaviors, such as input
usage via abstract interpretation [54], C++ sequence containers [35],
exception handling [61], and smart pointer management [40]. For
complex vulnerabilities, researchers leverage trust domains for
supply-chain security [48], polymorphic call chains for deserial-
ization detection [30], and type-based taint inference [26]. Unlike
these specialized efforts, our study provides a holistic evaluation to
identify the top CWEs that remain uncovered in each programming
language, offering guidance for future tool improvements.

LLM-Enhanced Static Analysis. Recent research integrates
Large Language Models (LLMs) into static analysis to improve pre-
cision, scalability, and coverage [14, 25, 33, 38, 50, 55, 56, 59, 60].
LLMs are employed to filter false positives through path feasibil-
ity analysis [14] and structured code-fact processing [25], or to
perform compilation-free path verification via chain-of-thought
guided dataflow analysis [56]. Specialized frameworks leverage
LLMs to bridge semantic gaps in firmware [60], improve assembly-
level taint tracking [38], and synthesize zero-day checkers from
historical patches [59]. Additionally, LLMs facilitate project-level
analysis by inferring global taint specifications [33], identifying
API usage intentions [55], and decomposing complex smart con-
tract logic [50]. Building on these advances, our work shows that
most vulnerability categories currently missed by traditional tools
require a hybrid LLM-static analysis for effective detection.

Empirical Studies of SAST tools. Empirical studies have
evaluated SAST effectiveness across various programming lan-
guages [8, 10, 17, 24, 29, 37, 45, 47, 51, 53, 57]. For C/C++, researchers
investigated open-source tool viability [17], benchmarked perfor-
mance against the Toyota ITC suite [8], and revealed high false
negative rates in real-world projects compared to synthetic bench-
marks [37]. Others assessed the utility of a tool for prioritizing code
reviews [10]. Comparative Java studies highlighted coverage gaps
in null pointer exceptions [29, 53], while Python evaluations iden-
tified supply chain and environment-dependent defects [45, 47].
Further work explored multi-language taint analysis [57], incre-
mental CodeQL analysis [51], and a comprehensive assessment
of 246 security analyzers [24]. Building on these, our work pro-
vides a holistic evaluation across a large CWE set and generates
language-specific top CWE lists.

7 Conclusion
This work investigates the gap between top CWEs and SAST tool
coverage. We analyze ten years of CVE data across C/C++, Java, and
Python to construct Top𝐿𝑎𝑛 CWE lists and evaluate major SAST
tools. Our results reveal a clear mismatch: C/C++ has the largest
number of top CWEs but the lowest tool coverage. Most uncovered
CWEs involve project configuration, environment dependencies,
and complex input sequences, highlighting the limitations of tradi-
tional static analysis and the need for hybrid approaches combining
static, dynamic, and LLM-assisted techniques. We further identify
two practical directions: combining multiple tools to improve vul-
nerability coverage, and migrating shared CWE checkers across
languages to reuse mature detection logic, especially for C/C++.
This study provides insights into CWE distributions and SAST gaps,
guiding future tool development and vulnerability management.
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